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(54) DIGITAL DATA COMMUNICATION SYSTEM 
(57)Abstract: 

PROBLEM TO BE SOLVED: To protect a copyright by inhibiting illegal use of 
digital data from a disk in a personal computer(PC) system including a disk 
driver and a reproduction board connecting to a CPU bus. 

SOLUTION: A drive 1 (reproduction board 2) is provided with a random number 
generator 9 (12) of the same system, a random number as an initial value is 
transferred from the reproduction board 2 to the drive 1, a random number 
resulting from ciphering only head data of a sector from the drive 1 is returned 
and a time required for return has a limit. Then sector data including the head 
data are transferred and a discrimination device 16 discriminates the 
coincidence with the head data to inhibit the use of illegal data thereby 
preventing copy of data with the copyright on the PC. 
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CLAIMS 



[Claim(s)] 

[Claim 1] If initial value becomes settled to the 1st equipment and 2nd equipment 
which were connected through the circuit, respectively, the 1st 
random-number-generation equipment and the 2nd random-number-generation 
equipment which carry out sequential generating of the same random number of 
each other will be arranged after that. In advance of transmission of digital data, 
the random number generated by said 2nd random-number-generation 
equipment with the random number which was generated by the 1st 
random-number-generation equipment based on the initial value through said 
circuit as initial value in addition to said 1st random number generator The sector 
data which encipher the data of the peak value of the sector data which should 
be sent, and transmit and contain in said 2nd equipment continuously the data of 
said head section of the sector data which should be sent with the random 
number by which sequential generating is carried out with the 1st 
random-number-generation equipment Encipher, transmit to said 2nd equipment 
and it sets to said 2nd equipment. Decrypt the data of the head section with 
which the received above was enciphered with the random number by which 
sequential generating is carried out with said 2nd random-number-generation 



equipment, and it memorizes to a register. Then, the enciphered sector data 
containing the data of said head section which received are decrypted with the 
random number of said 2nd random-number-generation equipment. The digital 
data communication mode characterized by intercepting the communication link 
between the 1st equipment and the 2nd equipment if it becomes the count at 
which coincidence with the head section data memorized to the head section 
data of the decrypted sector data and the aforementioned register was judged to 
be, and the count of an inequality was appointed beforehand. 
[Claim 2] The random number which does not have a means by which the 2nd 
random-number-generation equipment inputs initial value, but was generated by 
said 2nd random-number-generation equipment After sending to said 1st 
random-number-generation equipment as initial value through said circuit The 
time amount taken to return the sector head section data encryption data 
enciphered with the random number generated by the 2nd equipment based on 
said initial value from the 1st equipment, The digital data communication mode 
according to claim 1 characterized by setting the tolerance of a difference with 
the time amount which generating of the random number used for said sector 
head section data encryption should take below to one half of the time amount 
which generating of said random number should take. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention is effective in duplicate prevention of the 
digital data with which especially copyright was set up about the digital data 
communication mode effective in prevention of unjust use of digital 
communication service. 
[0002] 

[Description of the Prior Art] Development of a record technique in recent years 
enabled it to record several G bytes of data on a small optical disk, and it 
became possible to carry out digital recording of the movie to the 
aforementioned optical disk with the technique of picture compression. The 
directions which reproduce the movie recorded on the aforementioned optical 
disk on the monitor of PC on the other hand by the development and spread of 
personal computers (it abbreviates to PC henceforth) appeared. With this use 
gestalt, the playback board which elongates and displays the drive equipment (it 
abbreviates to a drive henceforth) which reads an optical disk, and the image 
data by which compression record is carried out will be connected to the bus of 



PC, and an image data transfer will be performed via this bus. 
[0003] Since image quality does not deteriorate by the duplicate, a digital copy 
uses the function suitable for the duplicate and alteration of the data of PC, can 
copy image data to the hard disk drive (it abbreviates to HDD henceforth) and 
magnetic tape in PC, and can copy it to other PCs. However, since copyright is 
set to movie software and a duplicate and alteration are forbidden, it is 
necessary to make it the duplicate function which PC has not function effectively. 
[0004] Since image data is transmitted through a bus when reproducing a movie 
with PC, the problem of duplicate prevention is concluded as the tapping 
prevention problem in a bus mold transmission line. Since it is difficult to detect 
and prevent wire tapping passive in a bus mold transmission line, it is common 
to perform cryptocommunication which cannot use the monitored data and which 
enciphers data like, and in order to perform cryptocommunication, a transmitting 
side and a receiving side need to share the secret information called a key. 
[0005] The personal identification number method and cipher system which are 
also called a password system in that secret information is required are the 
same. JP,2-67067,A required the personal identification number, its personal 
identification number to which it was answered is inharmonious, or when there is 
no answerback into fixed time amount, it has proposed the method which 
refuses connection. In order to make small the probability for a right personal 



identification number to be inputted by chance by trial-and-error, when 
JP,3-109850,A carries out fixed tinne amount progress from input initiation, it has 
proposed the method which inspects only once whether the right personal 
identification number of a right digit count is inputted. Although neither of the 
patents is adding detailed explanation to the setting approach of time amount, it 
is rational to think that it is set as the maximum of the time amount taken for an 
average user to input a personal identification number. 

[0006] Drawing 2 is the block diagram of the conventional example, and, for a 
bus and 23, as for a playback board and 25, a drive and 24 are [ 21 / CPU and 
22 / HDD and 26 ] bus monitor boards. As for actuation of this conventional 
example, CPU21 performs the input and updating of a key on drive 23 and the 
playback board 24 through a bus 22 according to software, using a key, drive 23 
enciphers data, and is sent out, and the playback board 24 restores data using a 
key. Even if it is going to copy data to HDD25 and is going to transmit data to the 
playback board 24 from HDD25 later, unless the software which generates a key 
carries out the completely same actuation as last time, since this method cannot 
input into the playback board 24 the key used at the time of encryption, it cannot 
perform normal playback. However, if the key which said bus monitor board 26 
incorporated also records in case a user connects the bus monitor board 26 to a 
bus, the bus monitor board 26 detects the writing of the key to the playback 



board 24, a key incorporates and data record on HDD25, in case data will 
transmit from HDD 25 to a playback board 24 later, since the key used at the 
time of encryption is given by the playback board 24, normal playback can 
perform. 
[0007] 

[Problem(s) to be Solved by the Invention] Thus, in the system which reproduces 
the movie by the image and voice data which copyright has etc., a cryptographic 
key must be made secret with PC. Although the right to which PC user 
reproduces the image and voice data with which the movie on a disk etc. was 
recorded does not have, it has the just right which reproduces a movie etc. from 
the image and voice data which were dedicated to the disk. 
[0008] Since a drive and a playback board need to share the same key, they 
need to input a key into a drive and a playback board using a certain means. 
Since there is no means to distinguish from the data by which the direct input 
was carried out from the drive in a playback board even when the key 
beforehand same at the time of shipment is inputted, the data which the drive 
outputted are once henceforth copied to HDD by the method which is not 
changed and it inputs into a playback board from HDD, a movie is reproduced 
like the usual playback. If the playback from HDD is possible, since other PCs 
which copied the data on HDD are reproducible, the method using the key of 



immobilization is not effective as anti-copying. 

[0009] Since exchange of the key between a drive and a playback board is 
performed within PC even when the method which updates a key is used during 
playback of a movie, acquisition of a key is possible under supervising the data 
flow in PC. 

[0010] Therefore, in order to give effective anti-copying, it is not enough just to 
encipher data, and the communication mode to which a playback board can 
check that the data inputted into the playback board are the same as the data 
outputted from the drive to just before is required. Moreover, even when the 
secret about a code and a key is exposed to PC user as the worst case, a 
method with it very difficult [ to deceive a playback board ] is desirable. 
[0011] Even when this invention solves the above-mentioned conventional 
trouble and the update procedure of a key is copied, the time amount which 
renewal of a key takes is inspected, a communication link is refused, and it aims 
at offering the digital data communication mode which realizes duplicate 
prevention of DIJITERU data. 
[0012] 

[Means for Solving the Problem] In order to solve said technical problem, the 
digital data communication mode of this invention If initial value becomes settled 
to the 1st equipment and 2nd equipment which were connected through the 



circuit, respectively, the 1st random-number-generation equipment and the 2nd 
random-number-generation equipment which carry out sequential generating of 
the same random number of each other will be arranged after that. In advance of 
transmission of digital data, the random number generated by said 2nd 
random-number-generation equipment with the random number which was 
generated by the 1st random-number-generation equipment based on the initial 
value through said circuit as initial value in addition to said 1st random number 
generator The sector data which encipher the data of the peak value of the 
sector data which should be sent, and transmit and contain in said 2nd 
equipment continuously the data of said head section of the sector data which 
should be sent with the random number by which sequential generating is 
carried out with the 1st random-number-generation equipment Encipher, 
transmit to said 2nd equipment and it sets to said 2nd equipment. Decrypt the 
data of the head section with which the received above was enciphered with the 
random number by which sequential generating is carried out with said 2nd 
random-number-generation equipment, and it memorizes to a register. Then, the 
enciphered sector data containing the data of said head section which received 
are decrypted with the random number of said 2nd random-number-generation 
equipment. Coincidence with the head section data memorized to the head 
section data of the decrypted sector data and the aforementioned register is 



judged, and if it becomes the count at which the count of an inequality was 
appointed beforehand, it will be characterized by intercepting the communication 
link between the 1st equipment and the 2nd equipment. 

[0013] While judging the justification of data using some data which should be 
transmitted according to this invention, it is very difficult to obtain a cryptographic 
key required for playback of data unjustly, and it is effective in duplicate 
prevention. 
[0014] 

[Embodiment of the Invention] The digital communication method of this 
invention according to claim 1 If initial value becomes settled to the 1st 
equipment and 2nd equipment which were connected through the circuit, 
respectively, the 1st random-number-generation equipment and the 2nd 
random-number-generation equipment which carry out sequential generating of 
the same random number of each other will be arranged after that. In advance of 
transmission of digital data, the random number generated by said 2nd 
random-number-generation equipment with the random number which was 
generated by the 1st random-number-generation equipment based on the initial 
value through said circuit as initial value in addition to said 1st random number 
generator The sector data which encipher the data of the peak value of the 
sector data which should be sent, and transmit and contain in said 2nd 



equipment continuously the data of said head section of the sector data which 
should be sent with the random number by which sequential generating is 
carried out with the 1st random-number-generation equipment Encipher, 
transmit to said 2nd equipment and it sets to said 2nd equipment. Decrypt the 
data of the head section with which the received above was enciphered with the 
random number by which sequential generating is carried out with said 2nd 
random-number-generation equipment, and it memorizes to a register. Then, the 
enciphered sector data containing the data of said head section which received 
are decrypted with the random number of said 2nd random-number-generation 
equipment. Coincidence with the head section data memorized to the head 
section data of the decrypted sector data and the aforementioned register is 
judged. The data used in order to be characterized by intercepting the 
communication link between the 1st equipment and the 2nd equipment and to 
judge the justification of data, if it becomes the count at which the count of an 
inequality was appointed beforehand It is some transmit data, and since it has 
judged for every sector data, the dependability of a judgment of just data can be 
increased. 

[0015] Next, the digital data communication mode indicated by claim 2 The 
random number which does not have a means by which the 2nd 
random-number-generation equipment inputs initial value, but was generated by 



said 2nd random-number-generation equipment After sending to said 1st 
random-number-generation equipment as initial value through said circuit The 
time amount taken to return the sector head section data encryption data 
enciphered with the random number generated by the 2nd equipment based on 
said initial value from the 1st equipment, It is characterized by setting below to 
one half of the time amount which generating of the random number used for 
said sector head section data encryption should take the tolerance obtained 
from a difference with the time amount which generating of a random number 
should take. Since decode of data cannot be performed normally and the 2nd 
random number generator does not have an initial value input means unless it 
prepares the random number generator which generates a random number in 
the high-speed clock frequency of 2/3 times or more for performing unjust 
reproduction Initial value is not forged, a safe random number generator is 
obtained, and playback of reliable data can be performed. Below, the gestalt of 
implementation of invention indicated by claim 1 of this invention and claim 2 is 
explained using drawing 1 . drawing 1 ~ setting ~ 1 ~ a drive and 2 a playback 
board and 3 ~ a bus, and 4 and 5 ~ a bus interface, and 6 and 7 a clock circuit 
and 8 ~ an encryption machine, and 9 and 12 the random number generator of 
32-bit die length, and 10 ~ a drive circuit and 11 ~ a decoder and 13 ~ for a 
counter and 16, as for a gate circuit and 18, a judgment machine and 17 are [ a 



timer and 14 / a register and 15 / an animation display circuit and 19 ] CPUs. 
[0016] Actuation of each part of the image reproduction system constituted as 
mentioned above is explained. The drive 1 and the playback board 2 are 
connected to the bus 3. Bus interfaces 4 and 5 operate synchronizing with the 
clock which the clock circuits 6 and 7 generate, respectively. The clock circuits 6 
and 7 operate on the same oscillation frequency. The bus interface 4 by the side 
of a drive has the encryption machine 8 and a random number generator 9. The 
encryption machine 8 enciphers the data inputted from the drive circuit 10 
according to the random number which a random number generator 9 generates, 
and outputs them to a bus 3. By making into initial value the 32-bit random 
number inputted through the bus 3, a random number generator 9 carries out 
renewal of sequential of the random number outputted at 1 time of a rate, 
whenever it is read for every clock between the after [ an input ] 64 clocks of 
initial value and the encryption machine 8 is read once at the other period. 
[0017] The bus interface 5 of a playback board has the decoder 11, the random 
number generator 12 and timer 13 which restore the enciphered data, a register 
14, and a counter 15 and the judgment machine 16. A decoder 11 restores the 
encryption data written in from a bus 3 to the original data according to the 
random number which a random number generator 12 generates, and outputs 
them to a register 14, the judgment machine 16, and a gate circuit 17. Although 



the period when the inhibiting signal has not come out of the gate circuit 17 from 
the judgment machine 16 outputs the input from a decoder 11 to the animation 
display circuit 18 as it is, the period out of which the inhibiting signal has come 
does not output data. 

[0018] Data transfer from the drive 1 to the playback board 2 is blocked 
considering the fixed length called a sector as a unit. Said random number 
generator 12 is the thing of the same generating method as the random number 
generator 9 by the side of drive 1, and if both initial value is in agreement, 
sequential generating of the same random number will be henceforth carried out 
for both. Moreover, after outputting initial value, synchronizing with a random 
number generator 9, a random number generator 12 updates a random number 
at 1 time of a rate, whenever the period of an after [ 64 clocks of read-out of a 
random number ] is written in a decoder 1 1 for every clock and data are written 
in once at the other period. However, since the random number generator 12 of 
the playback board 2 does not have a means to input the initial value of a 
random number unlike the random number generator 9 of drive 1, it is 
uncontrollable from the outside to generate a random number from specific initial 
value. A timer 13 measures time amount until the data with which the data 
encryption of the head section of the sector sent from a drive 1 side was carried 
out to the decoder 11 are written in, after a random number generator 12 reads 



initial value. A register 14 memorizes the result to which the decoder 1 1 decoded 
32 bits of data with which said head section was enciphered. What is necessary 
is just to decide not only 32 bits but 16 bits and at least 8 bits of numbers of bits 
of the data of the head section in consideration of the bus width of face of PC. 
[0019] The judgment machine 16 outputs an inhibiting signal to a gate circuit 17 
from the time of the random number of a random number generator 12 being 
read. A timer 13 measures time amount until a random number generator 12 
sends out a random number and the data of the head section come on the 
contrary from a drive 1 side. Although time over is supervised, a counter 15 is 
counted up at the time of the inequality of the value of the time over of a timer 1 3, 
and the data of the head section, and the output of the inhibiting signal to a gate 
circuit 17 is suspended with the next clock at the time of a decoder 1 1 outputting 
the data of the head section when a counter value is less than eight When the 
value of a counter 15 is 8, the output of an inhibiting signal is continued as it is. 
The decode data of the head after read-out of a random number generator are 
not based on the value of a counter 15, and are not outputted to the animation 
display circuit 18, namely, the data of the head section of a sector are once used 
at every transfer of a sector for data check. The output of a decoder 1 1 and the 
output of data of the head section of a sector of a register 14 correspond, and 
when the 2nd data are outputted from a decoder 11, the judgment machine 16 



clears a counter 15 to 0. when the value of a tinner 13 is 80 or less, but it is the 
case which is not so, and when the value of a counter 15 is less than eight, only 
1 increases a value. A tinier 13 is cleared by 0 with the next clock at this time. 
[0020] That is, a tinner 13 counts the nunnber of clocks, and in advance of the 
data transfer of the head section of a sector, after 64 clock counts, if counting is 
carried out and enumerated data exceed 80 until it receives the data encryption 
data of the head of said sector, it will count up a counter 15 as time over. 
[0021] Next, the actuation in the case of transmitting the data of 1 sector to the 
playback board 2 from drive 1 is explained in order according to the passage of 
time amount. It is placed between data transfer by CPU 19. First, the data of 1 
sector read to the buffer memory of the drive circuit 10, it is ending, and when 
CPU 19 judges that there is an availability which receives the data of 1 sector in 
the buffer memory of the animation display circuit 18, the procedure of data 
transfer starts. CPU 19 reads a random number from a random number 
generator 12, and inputs it into a random number generator 9 as initial value of a 
random number. Starting count-up of a timer 13 by read-out of the random 
number from a random number generator 12, a random number generator 12 
performs renewal of a random number of 64 clock continuation from this time. 
[0022] If initial value is inputted, a random number generator 9 will perform 
renewal of a random number of 64 clock continuation, and will output it to the 



encryption machine 8. Since the data of the head of the sector fronn the drive 
circuit 10 are outputted to the encryption machine 8, the output of the encryption 
machine 8 brings the result of having enciphered the data of the head of the 
number of bits where 1 sector was appointed beforehand. CPU 19 waits to 
complete renewal of a random number, reads the output of the encryption 
machine 8, and writes the data of this enciphered head in a decoder 1 1 . Since 
read-out at this time is not original data transfer, the condition of the buffer 
memory of the drive circuit 10 does not change. 

[0023] When encryption data are written in a decoder 11, count-up of a timer 13 
stops. If excessive actuation has not been carried out to the interval when 
CPU 19 transmits a random number to drive 1 from the playback board 2, and 
transmits encryption data to the playback board 2 from drive 1, the value of a 
timer 13 cannot be a not much bigger value than 64. Moreover, since the 
random number generator 9 and the random number generator 12 repeated the 
state transition only for the same number of steps from the same initial state at 
this time, the same random number should be outputted. Therefore, according to 
the output of a random number generator 12, a decoder 11 performs actuation 
that the encryption machine 8 is contrary to the actuation performed according to 
the output of a random number generator 9, and outputs the data of the head of 
1 sector as the result. However, since this data is not original data transfer, it is 



not outputted to the animation display circuit 18, but it is memorized only to a 
register 14. 

[0024] Next, the data transfer for 1 sector containing the data of said head is 
started. According to the new random number which the random number 
generator 9 generated, it is enciphered with the encryption vessel 8, and the 
data of a sector are transmitted to a decoder 11 and restored by CPU19 
according to the output of a random number generator 12. The data of the head 
of a sector and the output of a register 14 are collated, if the judgment machine 
16 is not in agreement, it judges that the delivery side of data is not a Shinsei 
drive, counts up a counter 15, even if it is the case of being in agreement, also 
when the value of a timer 13 is 80 or more, judges that the random number 
generator by the side of delivery is an imitation as time over, and counts up a 
counter 15. Since a gate circuit stops outputting data when the value of a 
counter 15 is set to 8, playback is stopped. Of course, the value of the counter 
which makes playback stop may select integral values other than eight. 
[0025] Finally, the main point in the case of applying this invention is explained. 
First, the shortest time amount taken to send a random number to a transmitting 
side from a receiving side, and to send encryption data to a receiving side from 
delivery and a transmitting side is found. The tolerance of a difference with the 
time amount which generating of the random number used for return from the 



random number (it becomes the initial value of the random number generator 9 
in a transmitting side) inputted in this and a transmitting side should take The 
count of the renewal of continuation of a random number is set up so that it may 
become below one half of the time amount which generating of a random 
number should take, and the number of clocks of the time delay which a 
judgment machine permits is set as 1 .5 or less times of the number of clocks of 
renewal of continuation. 

[0026] Although it is very difficult to operate its own circuit with the same clock 
frequency as Dedication IC when what is tried in order to reproduce the data 
reproduced unjustly tends to constitute a random number generator and an 
encryption machine combining commercial IC, it is comparatively easy to make it 
operate with the low clock frequency below one half. Moreover, if a limit of the 
response time is loose, it is also possible to perform count of a random number 
by software. Thus, unjust use will become easy if the time limit of a response is 
enlarged superfluously. In this invention, when the time amount which 
generation of a random number takes is severe to 1.5 or less times and the 
random number generator of dedication restricts the time amount which return of 
a random number takes, it has prevented that a receiving side is deceived by 
software, its own random number generator, etc. 

[0027] The bus of PC system is a complicated transmission line where not an 



object but the bus which operates at a different rate through a bridge is relayed, 
and data transfer between various kinds of equipments is not necessarily 
performed through an interface really. There are delay factors which change 
dynamically, such as interruption and memory refresh, among the delay factors 
as a transmission line besides a bridge or the static delay factor of an interface, 
and a response does not necessarily return in the aforementioned shortest time 
amount between the equipment of Shinsei. However, if a time limit is loosened in 
consideration of dispersion in a time delay, it will become weak to unjust use. In 
this invention, a response is not right, or when it is time over, and a counter is 
counted up and a counter reaches an upper limit, the method which interrupts a 
communication link is used, so that interruption of a communication link may not 
break out to the transmission error of time-out or data by the dynamic factor. If 
the probability for big delay to arise according to a dynamic factor is fully small 
and the upper limit of a counter is fully large, according to a dynamic factor, the 
probability for a communication link to be interrupted is seen from a practical 
viewpoint, and it can be considered that it is zero. On the other hand, since the 
time delay by limit of the working speed of its own random-number-generation 
means is a static delay factor, time-out occurs each time, a counter reaches a 
upper limit for a short time, and interruption of a communication link generates it 
certainly. It is important that initial value cannot be inputted into the random 



number generator of a receiving side. If the input of initial value is possible, it will 
become possible to control so that the random number sent to a transmitting 
side becomes a specific value. Since the response to a specific initial value input 
becomes another specific value, it is easy to make the data which created the 
program which answers the another aforementioned specific value, deceived the 
receiving side, and were reproduced unjustly process. The input means of initial 
value should not be formed in the random number generator of a receiving side, 
but sufficient concealment should be given when preparing. 
[0028] 

[Effect of the Invention] As mentioned above, according to the digital data 
communication mode of this invention, it is possible to refuse processing of the 
data copied to another equipment from original equipment by judging a limit of 
the generating time amount of a random number and coincidence of the initial 
data of a sector for every transfer of a sector, and also when the secret about a 
code is broken especially, unjust use of data can be made very difficult from a 
limit of random-number-generation time amount. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The block block diagram showing the digital data communication 
mode in the gestalt of operation of this invention 

[Drawing 2] The block block diagram in the data communication system of the 
conventional example 
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